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Foreword i

FOREWORD

Documentation objectives

This manual is a general handbook for system administrators, describing in
detail the various areas of responsibility when administering a MIMER
database system.

Prerequisites

There are no prerequisites for users of this manual. However, it is to the user's
advantage to be familiar with, and have a working knowledge of, the host
computer operating system.
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Foreword

Organization of this manual

Chapter 1
Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Chapter 9

Chapter 10

is a brief introduction to this manual.

describes the components of a MIMER database system,
particularly those relevant to the system administrator's
responsibilities.

describes how the system administrator establishes a MIMER
database.

covers the subject of managing a MIMER database server
including: a description of various factors and parameters
which might affect server performance.

describes how the EXPORT/IMPORT functionality permits
base tables to be transferred between different installations.

describes how the BACKUP and RESTORE functionality
provides facilities for taking full or incremental backups of
the database and for restoring data in the event of a system
crash..

describes how the READLOG functionality reads the contents
of the LOGDB databank, which can provide an audit trail or
other relevant information in the event of a system failure.

describes how the STATISTICS functionality maintains
statistical information in the data dictionary concerning the
usage of tables and indexes. This information is used by the
MIMER/SQL compiler in optimizing access paths for data
manipulation statements.

describes how the Databank Check (DBC) functionality is
provided to check the physical integrity of databanks.

describes how the DBOPEN functionality opens all the
databanks in the database. This facility can be used after a
databank has not been closed properly (e.g. because of a
system failure). If this is not done, the implicit databank
check performed when a user first opens the databank can
cause an appreciable delay.

The manual also contains the following appendices:

Appendix A

Appendix B

Appendix C

Appendix D

describes matters relevant when accessing a database in single
user mode.

describes the contents and use of the SQLHOSTS file used on
UNIX and VMS.

describes the contents and use of the MULTIDEFS file used
on UNIX and VMS.

describes the data dictionary tables.
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Related MIMER publications

MIMER/SQL Reference Manual contains a complete description of the
syntax and usage of all statements in MIMER/SQL. The Reference Manual
IS a necessary complement to this manual.

MIMER/SQL User's Manual contains a description of the Batch SQL
facilities. A user-oriented guide to the SQL statements is also included,
which may provide help for less experienced users in formulating
statements correctly (particularly the SELECT statement, which can be
quite complex).

MIMER/SQL Programmer's Manual contains a description of how
MIMER/SQL can be used within the context of application programs,
written in conventional programming languages.

MIMER Shadowing Handbook describes the optional Shadowing
module, which allows several concurrent copies of a databank to be
updated at the same time. This provides extra resilience to disk crashes and
allows “backup on the fly". The SQL statements which are part of the
Shadowing API are described in the SQL Reference Manual.

MIMER Guides comprise documentation containing platform-specific
information. A set of one or more guides is provided, where required, for
each platform on which MIMER is supplied.

MIMER Release Notescontain platform-specific information relating to
the MIMER release for which they are supplied.
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Acronyms and trademarks

BSQL Batch SQL, a program used for execution of SQL
statements which are read from a command file or entered
interactively.

Data source ODBC term for a database.

Database home The directory where the system databank file containing
directory the data dictionary and some other files that form part of
the database are located.

DCL Digital Command Language.

Embedded SQL The term used for SQL statements when they are embedded
in a traditional host programming language.

MIMKEYS8 A file, on Unix and VMS, containing the MRS license key
(refer to theMIMER Guidedor the exact file name).

MULTIDEFS A file, on Unix and VMS, containing parameters for
controlling the database server for a MIMER database.

oDBC Microsoft's Open Database Connectivity, a specification
for a database API in the C language, independent of any
specific DBMS or operating system.

PSM Persistent Stored Modules (i.e. Stored Procedures).

Shadow A MIMER databank may have one or more shadows. If the
databank is shadowed, there will be one file for each
shadow. A shadow is a copy of the original (master)
databank and is continuously updated by MIMER. If the
master databank is lost, operations will continue without
interruption by automatically using the shadow databank.
The MIMER/SQL backup facilities will automatically
access the shadow of a databank if one is present. (If
database shadowing is being used,NHRIER Shadowing
Handbookshould be consulted).

SQL Structured Query Language.

SQLHOSTS A file, on Unix and VMS, containing lookup information
for all MIMER databases accessible from the current node.

Unix Unix is a trademark registered by the X/Open Company.
VMS VMS is a trademark registered by Compag.
Windows Windows is a trademark registered by Microsoft.

(All other trademarks are the property of their respective holders.)
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INTRODUCTION

MIMER is an advanced database management system developed by Sysdeco
Mimer AB. This manual describes how to establish, manage and maintain a
MIMER database.

The information contained in this handbook generally applies to all the
platforms supported by MIMER.

From time to time platform-specific notes appear in the general description,
presented as follows:

@ |Denotes information that applies specifically to Unix platforms. |

VMS

Win

1.1

| Denotes information that applies specifically to VMS platforms. |

| Denotes information that applies specifically to Windows platforms. |

There are also some Appendices at the end of this handbook which contain
information that applies to specific platforms.

System management responsibilities

Installation of a MIMER system and the initial creation of the database
environment is performed by a specially privileged operating system user,
referred to as theystem administrator. In an established system, the system
administrator is also responsible for the maintenance of the installation - system
tuning, troubleshooting, backup/restore, and so on. The system administrator
must have a good working knowledge of the host computer operating system.

In addition to system administration, there are certain management activities
which are performed within the database, i.e. database administration. A
specially privileged MIMER ident called SYSADM is created when a database

is installed and this ident should be initially used to log in to the database

whenever database administration activities are to be undertaken. The ident
name SYSADM may not be changed. In some organizations, database ad-
ministration activities may be carried out by a group of people rather than a

single individual.

Some of the MIMER functionality requires privileges and access rights which
are initially granted only to the SYSADM user, but which may be passed on to
other MIMER users. There may however only be one SYSADM ident in a
given database.

MIMER version 8.1
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Introduction

SYSADM has SELECT access on the internal MIMER data dictionary tables,
permitting direct reading of the meta-data describing the system. In examining
the contents of the data dictionary with the functionality provided, the user
ident SYSADM has, by default, wider access rights than other users.

The user ident SYSADM does not, however, have general access to the
contents of the database. Information stored in user-defined tables may only be
accessed by other users if the creator of the table explicitly grants permission.
In this context, SYSADM is treated just as any other database user.

MIMER version 8.1
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2.1

THE DATABASE ENVIRONMENT

This chapter describes the database environment which is composed of a set of
MIMER system databanks, one or more idents authorized to connect to the
database and the databanks created by the idents. It also describes database
security and data integrity.

The objects which are created in the database (tables, views, domains, modules,
procedures, synonyms and indexes) are described iNIM&R/SQL User's
Manual

The data dictionary

The database environment is controlled through a ced#ta dictionary,

stored in the system databank SYSDB and automatically maintained by
MIMER. The data dictionary contains meta-data describing all the objects in
the database. System access to the data dictionary tables is performed by
internal routines and is transparent to the user.

Restricted facilities for examining the contents of the data dictionary are
available to all users through the LIST and DESCRIBE functions in Batch SQL
(see theMIMER/SQL User's Manualor a more complete description of these
facilities). In general, a user may read data dictionary information for database
objects to which he or she has access. The Batch SQL facilities use pre-defined
views on the data dictionary tables to present the information in a structured
form (see theMIMER/SQL Reference Manu@dr documentation on the data
dictionary views available to all users).

The SYSADM user ident may read the contents of the data dictionary tables
directly, and may grant SELECT access on the tables to any other user ident.
The organization of the data dictionary tables is documented in Appendix D of

this manual.

No individual user, including SYSADM, may update data dictionary tables
directly. All write operations in the data dictionary are performed by internally
controlled routines, to ensure consistency within the dictionary.
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2.2

The database environment

Idents

An ident in a MIMER system is an authorized user of the system, or the
collective identity of a group of users sharing common privileges. Four types of
idents are recognized:

USER idents are authorized to log on to the MIMER system. User
idents are generally associated with specific physical
individuals authorized to use the system.

OS_USER idents are a type of user ident with the same username as an
operating system account. If a user logged in to the operating
system is also defined as an OS_USER, the user may log in to
MIMER without providing an additional username and
password.

PROGRAM idents may not log on to MIMER, but may be entered from
within an application program or interactive environment by
using the ENTER statement. Once a program ident is entered,
the privileges held by the program ident apply within the
application program. Program idents are generally associated
with specific functions within the system, not with physical
individuals.

GROUP idents are not as such authorized to use the system, but are
collective identities for groups of user or program idents. Any
privileges granted to or revoked from a group ident automati-
cally apply to all members of the group. Any user or program
ident can be a member of as many groups as is required, and a
group can include an unlimited number of members. Group
idents provide a facility for organizing the privilege structure
in the database system.

When MIMER is installed, theuser ident SYSADM (used for database
administration) and thgroup ident PUBLIC are automatically created. The
password for SYSADM is defined when the system is installed (see Section
3.5). All idents in the system belong to the group PUBLIC, so privileges
granted to PUBLIC by any user are global to the system. Membership in the
group PUBLIC cannot be revoked.
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2.3

Databanks

A MIMER database consists of the MIMER system databanks and a number of
user databanks.

Each databank is a single physical file in the host file system.

2.3.1 MIMER system databanks

The MIMER system databankse fundamental to the functioning of a MIMER
database and they are created during the initial process of installing a database.

System databanks are not used for storing user-defined information and are not
accessed directly by users.

If any one of the system databanks is damaged or missing, attempts to log on to
MIMER will fail. Backup and restore procedures for the system databanks are
described in Chapter 6.

The MIMER system databanks are:

SYSDB this is the most important system databank as it stores the
tables that make up the data dictionary (see Section 2.1).
Among other things, the data dictionary holds information
about the other databanks that make up the database, the
tables each user databank contains, the users (idents) that are
known to the MIMER system and the access rights each ident
has.

LOGDB this system databank records all write operations performed
within transactions on user databanks and SYSDB which have
been defined with the LOG option. The information in this
databank is used by the Backup and Restore facilities (see
Chapter 6) to restore the contents of a database in the event of
a system failure. The contents of this databank is in an internal
format and does not contain tables in the normal sense. It
cannot, therefore, be read by normal database access requests.
The READLOG facility is provided (see Chapter 7) to allow
the information in this databank to be examined.

SQLDB this system databank stores the local read sets used in
transaction handling (see Section 2.4) and is used by
MIMER/SQL for temporary storage of result tables. The
information in this databank is stored in an internal format and
cannot be read by normal database access requests.

TRANSDB this system databank stores the local write sets used in
transaction handling (see Section 2.4). The information in this
databank is stored in an internal format and cannot be read by
normal database access requests.
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2.3.2 User databanks

User databanks contain the tables in the database created by the users of the
system. These databanks are created by the user(s) responsible for defining the
data contained in the database.

The CREATE DATABANK statement is used to create user databanks (see the
MIMER/SQL Reference Manyal

Except at the point when tables are created, the existence of databanks is
transparent to users and application programs. When access is requested to a
table, information in the data dictionary is used by MIMER/SQL to locate the
table and make it available if permissible.

The division of a database into databanks is made on the basis of file handling
considerations from the operating system viewpoint and on the basis of
transaction control considerations from the database viewpoint. The use of
databanks allows considerable flexibility in the physical placement of data on

the computer system.

Databanks may be defined with the LOG, TRANS or NULL options which
determine transaction handling and logging behavior, as follows:

LOG All operations on the databank are performed under
transaction control. All transactions are logged.

TRANS All operations on the databank are performed under
transaction control. No transactions are logged.

NULL All operations on the databank are performed without
transaction control (even if they are requested within a
transaction), and are not logged.

Note: Operations performed on databanks with the TRANS or NULL option
cannot be restored in the event of system failure (see Chapter 6).

If a databank is dropped from the database, the tables stored in the databank are
no longer accessible and the physical databank file is usually automatically
deleted from disk.

2.3.3 Locating databank files

The system databank SYSDB is always stored in a file located in the directory
defined as the home directory for the database (see Section 3.3).

The file locations of all the other system databanks and the user databanks are
stored in the data dictionary. The file specification for the databank file is
stored in the data dictionary exactly as specified when the databank was
created.

If a databank file specification appears in the data dictionary without a
directory name, the database home directory will be used to complete the file
specification. This substitution is applied whenever the location of the databank
file must be determined, (i.e. when the databank is created, altered and
whenever tables stored in it are accessed).
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Subsequent redefinition of the database home directory or any variables used in
the file specification will, therefore, alter the expected location of such
databank files.

@ Databases on Unix platforms may be set up with a directory search path jnstead
of a single home directory (see Section 3.3). The first directory in the sear¢h path

list must be the database home directory and subsequent directories are |those in

which databank files may be located.

Databanks created without specifying the directory in the file specificatiop may

be moved between any of the directories in the search path list without the need
to alter anything in the data dictionary. The database server should be $topped
while databank files are being moved.

VMS Whenever a databank file is specified without a directory name under VMS, it
must be located in the database home directory.

If a logical name is included in the file specification, this will be recorded ip the
data dictionary and will be used whenever the location of a databank file npust be
resolved.

Any logical names used in databank file specifications must be creajed as
GROUP or SYSTEM wide logical names so that the database server prodess has
access to them.

Win Whenever a databank file is specified without a directory name under Wirjdows,
it must be located in the database home directory.

If a databank file specification is given in full, it is unambiguously specified
and no variable factors are involved in resolving the location of the file.

Storing file specifications in the data dictionary that are incomplete or contain

substitutable elements can provide increased organizational flexibility in that

databank files can be moved in the future without the need to change the
information held in the data dictionary. For details on how to alter the location

information stored in the data dictionary, see Section 2.3.5.

The flexibility achieved by not using full databank file specifications must be
weighed against the loss of explicitly specified information from the data
dictionary. In addition, the centralized use of mechanisms such as
environmental variables or logical names in a complex system requires careful
and disciplined management.

In particular, it is necessary for the database server process to have access to all
relevant environmental variables and logical names in order to use them when
accessing the databanks.
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2.3.4 Organizing databank files

There are a number of factors involved in the organization of physical databank
files that are important to database security and the overall performance of the
MIMER system.

2341 Allocating disk space

Whenever possible, pre-allocate file space for databanks early in the lifetime of
the databank file system.

The databank creation facilities allow the initial size of a new databank file to
be specified in terms of the number of MIMER pages. The size of a MIMER
page is 2 kilobytes.

The size of the databank file will be extended automatically by the operating

system during the lifetime of the databank as more space is required for data
storage. The size by which databank files are incremented is configurable on
most platforms.

Under Unix, the environmental variable MIMER_EXTEND can be set t¢ the
number of MIMER pages by which all databank files will be extended] The
default setting is 25.

By default, under VMS, databank files will be extended by 1000 VMS bloiks at
a time. The extend size for a databank file can be altered by using the folowing
DCL command: SET FILE/EXTENSION= extensionsize file .DBF.
The databank file must not be accessed by the database server or in sirjgle user
mode when this command is used.

Under Windows, the number of MIMER pages by which all databank fileg will
be extended is determined by the MIMER system and is not configurable.

An attempt to extend a file will fail if the disk is full or any imposed disk quota
is exceeded.

Having a large file extension size will result in fewer extension operations on a
file and will improve performance slightly if the databank is growing rapidly.
However, it will waste disk space since the file will generally contain more
unused disk blocks.

Having a small file extension size will reduce wasted disk space since the file
size follows the actual size required more closely, but the greater number of file
extensions may cause disk fragmentation leading to reduced I/O performance.
In addition, if the databank is growing rapidly, the frequently occurring file
extension operations may have a negative effect on performance.

A databank file which is created with the size it will actually need in
production will generally be accessed more efficiently than one created with a
small initial size and then incrementally extended.

The SQL statement ALTER DATABANK ADD... PAGES can be used to
increase the size of a databank file by a specified number of pages (refer to the
MIMER/SQL Reference Manufar details).
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MIMER databank files are organized internally into 2 kilobyte databank blocks.
Accessing an internal databank block which is physically split over two distinct
areas of allocated disk will require two disk read operations. To avoid the risk
of fragmenting the internal databank blocks, ensure that the number of disk
blocks allocated for databank file extensions maps onto a whole number of 2
kilobyte databank blocks. This will optimize disk 1/O efficiency.

Disk blocks under VMS are 512 bytes in size, therefore a disk cluster sizelwhich
is a multiple of 4 will avoid fragmenting the 2 kilobyte databank blocks.| The
cluster size is set when formatting a disk. Use 8¢OW DEVICE/FULL
command to check the cluster size of a disk that is already formatted.

On Windows machines, disk clustering effects are hardware dependent gnd are
not configurable. Disks are typically configured in terms of an even number of
512 byte or 1024 byte disk blocks and will therefore always work efficientlyf with
MIMER databank files.

2.3.4.2 Protecting data against loss

For data security reasons, in case of a disk failure, it is strongly recommended
that LOGDB is located on a disk unit that is physically separate from that on
which the other databanks are located. See Section 6.1 for more information.

Ideally, TRANSDB and LOGDB should always be located on different
physical disks which are served by separate disk controllers and no other
databank files should be located on either disk.

The ordinary maintenance procedures for any computer system must involve
backup and restore. A strategy, structure and procedure must be set up to
include the MIMER databases in the system backup routines. See Chapter 6 for
a detailed discussion on backup and restore.

Note: A system without a complete and valid backup and restore procedure
runs the risk of losing valuable data.

2.3.4.3 Balanced 1/O

If several physical disk units are available, the various databanks should be
distributed across the available disk units in order to balance the system I/O
load.

To optimize the distribution of I/O across disks, place databanks on physical
disks in such a way that databanks which are likely to be accessed at the same
time are on different disk units. It is generally the case that TRANSDB will be
accessed at the same time as other databanks during a transaction.

2.3.4.4 Disk speed

The placement of databanks on physical disk units will depend on exactly how
they will be used when the database system is in operation. Factors such as the
speed of disks and the amount of virtual memory paging will often have a
greater impact on overall system performance than the disk I/O factors relating
specifically to physical layout of the MIMER database.
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For example, to enhance performance, frequently accessed databanks such as
TRANSDB may be placed on separate, high speed, disks or on RAM disks if
sufficient memory is available.

Note: A RAM disk without battery backup will lose its contents in the event of
a power failure. For TRANSDB, this will almost certainly lead to an
inconsistent database. Do not use a RAM disk if the survival of the data it
contains cannot be guaranteed in the event of a power or system failure.

2.3.45 Reserved directories

The structure of the databank file system and procedures such as backup and
restore are generally simplified if databank files are placed in directories
reserved solely for that purpose. The system administrator should create and
maintain a directory structure that best suits the local system.

2.3.5 Altering databank locations

User databanks may be relocated by moving the physical file using operating
system commands and then changing the file location stored in the data
dictionary by using the ALTER DATABANK statement to specify the new file
specification (see theMIMER/SQL Reference Manudbr the statement
syntax). The ALTER DATABANK statement may only be issued by the owner
of the databank.

Facilities for changing the file specifications stored in the data dictionary for
the system databanks, other than SYSDB, are provided by the UTIL program
(see Section 6.3.4).

SYSDB must always be located in the home directory for the database.

Note: If all databank file specifications are created without explicit directory
specifications, there is no need to alter the information stored in the data
dictionary when databank file locations are altered (see Section 2.3.3).

The location of a databank should not be altered while the database server is
accessing it or while it is being accessed in single-user mode.

Note: Databanks cannot be moved between databases by copying the databank
file and using the facilities to alter the databank location recorded in the data
dictionary. The EXPORT/IMPORT utility must be used for this.

2.3.6 Accessing databank files

The databank files in a MIMER database are accessed by the database server
regardless of the user running the applications. The operating system privileges

that apply to accessing the databank files are associated with the database
server.

If a MIMER database is accessed in single-user mode (see Appendix A) the
user must have the appropriate operating system level privileges in order to
access the databank files.
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Ownership of the databank files should not be confused with the creator of the
databanks, which is internal to the MIMER data dictionary. It is quite possible
that a user who has created databanks is denied direct access at the operating
system level to the files for those databanks.

2.3.7 Databank file deletion

If a databank or shadow is dropped, the corresponding file will also be deleted
from disk. Please note that dropping a MIMER ident will also drop all objects,
including databanks, that the ident has created.

When a databank is dropped, all shadows of the databank will also be dropped.

Note: If the databank is OFFLINE when it is dropped, the databank file (and
any shadow files) will remain on disk in the file system.

Transaction control

Transaction control provides a means of protecting the database from
corruption which might arise from two users attempting to the change the same
information at the same time and also provides the basis for ensuring database
consistency (see Section 6.1.1).

MIMER transaction management uses Optimistic Concurrency Control, which
is described in theMIMER/SQL Programmer's ManualThis type of
concurrency control overcomes many of the problems that can occur with
conventional locking techniques (e.g. deadlocks and locks being retained by
defunct connections). Superior performance is achieved because there is no
need for the overhead of a deadlock detection mechanism, since deadlocks
cannot occur.

A transaction is an “atomic” operation which means that all the changes that
form the transaction are applied to the database, or none of them are applied.
Three transaction phases exttild-up, during which the database operations
are requestedprepare, during which the transaction is validated, and
commitment during which the operations performed in the transaction are
written to disk.

The transaction begins by taking a snapshot of the database in a consistent
state. During build-up, changes requested to the contents of the database are
kept in awrite-setand are not visible to other users of the system. This allows
the database to remain fully accessible to all users. The application program in
which build-up occurs may see the database as though the changes had already
been applied. Changes requested during transaction build-up become visible to
other users when the transaction is successfully committed.
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During build-up, aread-setrecords the state of the database as seen at the time
of each operation (including intended changes). If the state of the database at
commitment is inconsistent with the read-set, a conflict is reported and the
transaction is rolled back (i.e. the write-set is erased and no changes are made
to the database). This can happen if, for instance, a transaction asks to update a
row which is deleted by another user after build-up has started but before the
transaction is committed. The application program is responsible for taking
appropriate action if a transaction conflict occurs.

Transaction control in application programs and a number of the system
facilities (notably Backup and Restore - see Chapter 6) work at the databank
level and is controlled by setting the option (LOG, TRANS or NULL) for the
databank.

Only operations performed in databanks set up with the LOG option are logged
in the MIMER system databank LOGDB. Write operations against tables in
LOG and TRANS databanks must be performed under transaction control (i.e.
within a transaction).

Refer to Chapter 6 of th&®IIMER/SQL Programmer’s Manudior further
details on transaction handling and database security.

2.5 Database security

MIMER supports a sophisticated system of access rights and privileges, which
permit detailed control of database security. The main components of the
database security system are:

e idents
e access rights and privileges
e restriction views

251 The role of idents in database security

Access to the MIMER system as a whole is managed through the use of idents
and privileges. Careful advance planning of the hierarchical structure of idents
in the database is vital to the long-term viability of the system. A poorly
planned ident structure can easily become impossible to follow and control
after a relatively short period of system use.

The MIMER installation process creates one user ident, for use in database
administration, with the name SYSADM. The SYSADM ident has the system
privileges to create new databanks and idents, with the ability to allocate these
privileges to other idents (i.e. the privileges are held with the WITH GRANT
OPTION). The SYSADM ident also has SELECT access on all tables in the
data dictionary, again, with the WITH GRANT OPTION. The SYSADM user

is ultimately responsible for the structure of the whole system.
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Certain system functions can only be run by SYSADM. Note however that in
other respects SYSADM is just an ordinary user ident in the system. It is quite
possible (and may be advisable, especially in large systems) that SYSADM
does not have access to the actual contents of the database; the database
administration role should be concerned with objects in the system, not the
actual data.

The initial installation of MIMER also includes a group ident called PUBLIC.
All idents created in the system are automatically granted membership in the
PUBLIC group, which is intended to be used for granting global privileges.

The following general recommendations can be made for structuring the idents
in a system:

* Create PROGRAM idents for functional roles within the system. These are
not coupled to any physical individual or group of individuals and thus have
a lifetime independent of the turnover of personnel. (Database
administration is an example of a functional role, but it is represented by a
user ident rather than a program ident for practical purposes - see Section
2.2 for details on idents).

e Create USER or OS_USER idents for physical users of the system. These
may be dropped when the person concerned should no longer have access to
the database. Do not grant privileges directly to user idents, other than
membership to groups. Administration is much simpler if privileges are
granted through groups.

* Use GROUP idents to represent logical classes of users in the system. Grant
privileges to groups rather than to individuals. This makes the granting of
access rights to the system easier to organize and a clearer overview of the
privilege structure within the system is maintained. It also means that new
idents can be granted suitable privileges efficiently through membership in
one or more groups.

e Grant the privilege to create objects (DATABANK, IDENT and TABLE
privileges) to program idents only. In this way, individual user idents may
be dropped with no recursive effects (see Section 2.5.3). (Creation of
domains requires no special privilege and may thus be performed by any
ident. Creation of views requires only SELECT access to the table on which
the view is based).

* Use the WITH GRANT OPTION sparingly and try to minimize the number
of levels in the ident hierarchy. This reduces the risk of recursive revocation
of privileges (see Section 2.5.3).

If these recommendations are followed, the maintenance of the ident structure
in the system will be much more straightforward. Access to the contents of the
database will be granted to relatively few group idents instead of many
individual program or user idents. When a physical individual should no longer
have access to the database, the corresponding user ident can be dropped with
no recursive consequences.
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2.5.2 Access rights and privileges

Each ident is given privileges within the system which determine the operations
the ident is permitted to perform. Privileges may be granted either directly or

by making the ident a member of a group ident. The privileges are classified as
follows:

System privilegesgive the right to create global objects in the database. There
are the following system privileges:

DATABANK gives the right to create databanks
IDENT gives the right to create idents.

System privileges are granted to SYSADM at installation time and may be
passed on to other idents with or without the WITH GRANT OPTION. An
ident receiving a privilege with the WITH GRANT OPTION may pass the
privilege on to another ident.

Object privileges give rights associated with certain specified objects in the
system. There are the following object privileges:

TABLE gives the right to create tables in a given databank

EXECUTE gives the right to enter a given program ident or to call a
specified stored procedure

MEMBER makes an ident a member in the specified group ident

USAGE gives the right to specify a given domain where a data type
would normally be used in contexts where the use of a domain
is allowed.

Object privileges are initially, automatically, granted only to the creator of the
object (e.g. the creator of a databank automatically has TABLE privilege on the
databank). The privileges may be passed on to other idents with or without the
WITH GRANT OPTION.

Access privilegesgive rights of access to the contents of a specified table.
There are the following access privileges:

SELECT gives the right to read the table contents

INSERT gives the right to add new rows to the table

DELETE gives the right to remove rows from the table

UPDATE gives the right to change the contents of existing rows in the

table (this privilege may be limited to specified columns
within the table)

REFERENCES gives the right to use the primary or alternative key of the
table as a foreign key from another table (this privilege may
be limited to specified columns within the table). This facility
applies only to tables created with SQL.

In addition to the five specific privileges listed above, keyword ALL may be
used as a shorthand method of specifying all the privileges possessed by the
granting ident. For example, if an ident has only SELECT and UPDATE
privileges on a table and ALL is granted on that table to a new ident, the new
ident will only be given SELECT and UPDATE.
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Access privileges are initially granted only to the creator of the table. The
privileges may be passed on to other idents with or without the WITH GRANT
OPTION.

Certain operations are not controlled by explicit privileges, but may only be
performed by the creator of the object involved. These operations include
ALTER (with the exception of ALTER IDENT, which may be performed by
either the ident itself or by the creator of the ident), DROP and COMMENT.
Privileges may only be revoked by their grantor.

2.5.3 Recursive interactions between privileges

Dropping an object from the database or revoking a privilege from an ident may
have recursive effects on other objects and idents, depending on the way the
database is organized. The keywords CASCADE and RESTRICT may be used
in the DROP and REVOKE statements. When using RESTRICT, the operation
will fail with no changes being made if any recursive effects result from it.
When using CASCADE _(the default), the following operations have the
consequences described:

« If an ident is dropped, all objects created by the ident are dropped and all
privileges granted by the ident are revoked.

< |f a databank is dropped, all tables in the databank are also dropped.
« If atable is dropped, all views based on the table are dropped.

« |If a privilege with the WITH GRANT OPTION is revoked from an ident, all
instances of that privilege granted to other idents under the authorization of
that WITH GRANT OPTION are also revoked.

e If SELECT privilege on a table is revoked from an ident, views created by
the ident under the authorization of that SELECT pri